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Privacy-preserving  Anti-Money Laundering (AML) and Anti-Terrorist
Financing (ATF) detection using post-quantum cryptography.
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The European Landscape

How does money laundering cross banks?

why is detection difficult?
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Q-FENCE enables banks to detect suspicious activity across their combined
transaction networks without sharing customers' raw data.

Each bank encrypts its account risk
scores using Fully Homomorphic
Encryption (CKKS), based on lattice
cryptography.

Banks exchange encrypted scores
and calculate risk across inter-bank
transactions without revealing the
underlying scores.

Cooperative threshold decryption
reveals only whether an account's
estimated risk crosses a reporting
boundary. No single bank can
decrypt the result alone.
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Enables calculations
directly on encrypted
data.

Provides the basis for
the post-quantum
security approach.

Requires cooperation
to reveal the permitted
risk category.

Support verification of
computations without
exposing private
customer data.

Simulated
banking
parties.

Synthetic AML
transactions for
benchmarking.

Framework used
to implement the

prototype.
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CROSS-BANK ANALYSIS
Assess suspicious
transaction patterns
across multiple
institutions.
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Assess customer
data and risk scores
encrypted during
collaborative analysis.
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REGULATORY VERIFICATION
Support verification of
computations without
requiring access to
private customer data.
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Categorisation

THE technologies behind the approach

Prototype Targets
EXPECTED Benefits

Participating organisations: UL- MI · RHI · SETU · FIPMS

Use case lead: University of Luxembourg (UL)

Region: Luxembourg / European Union

Sector: Financial services and banking
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www.qfence-project.eu
@Q-FENCE

Find out more
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COMPATIBILITY
Apply an encrypted scoring
approach that is agnostic to
the underlying local AML
scheme.
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