DeTeCTING MONeY LAUNDeRING ACROSS
BANKS, WITHOUT COMPROMISING PrRIVACY

Privacy-preserving Anti-Money Laundering (AML) and Anti-Terrorist

Financing (ATF) detection using post-quantum cryptography.
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HOW DOcsS MONcY LAUNDeRING CROSS BANKS?
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WHY IS DeTeCTION DIFrICULT?
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Regulations such as Traditional AML systems
the GDPR and PSD2 primarily analyse
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individual institutions.

restrict the sharing of
sensitive customer data.
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COLLABORATIVE RISK ANALYSIS
THROUGH POST-QUANTUM CRYPTOGRAPHY

Q-FENCE enables banks to detect suspicious activity across their combined
transaction networks without sharing customers' raw data.

01| ENCRYPT

Each bank encrypts its account risk
scores using Fully Homomorphic
Encryption (CKKS), based on lattice
cryptography.
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02| COMPUTE TOGETHER

Banks exchange encrypted scores
and calculate risk across inter-bank
transactions without revealing the
underlying scores.
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03| REVEAL THE RISK CATEGORY

Cooperative threshold decryption
reveals only whether an account's
estimated risk crosses a reporting
boundary. No single bank can
decrypt the result alone.
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THe TeCHNOLOGIeS BeHIND THe APPROACH
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